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 Communications, whether terrestrial or by satellite, are central to our society,
and effective tools have been developed in recent decades to secure data
exchanges and guard against attacks.
 However, quantum computing and its potential computing power pose a threat
to data encrypted using these methods, which quantum computers could
decrypt in record time.
 To respond to this threat, two main and complementary aspects are being
developed: post-quantum cryptography based on new mathematical concepts
to encrypt communication protocols and quantum cryptography which uses
the properties of quantum physics to secure data transportation.
 While quantum computers will only become widespread in the medium or long
term, the various players must prepare for this transition to new encryption
protocols to respond to strategic and sovereignty issues.

Mr. Cédric Villani, MP (National Assembly), First Vice-Chairman
Our society is increasingly based on communications,
i.e. the exchange of information.(1) Current technology
allows us to exchange data over long distances and at
very high speeds via terrestrial, submarine or satellite
links. If two people wish to communicate confidentially, they must encrypt the data exchanged to prevent
a third party from intercepting it, and the sender must
use a digital signature(2) (like a physical signature) to
prove the authenticity of their message and prevent it
from being falsified. In many cases, whether the sensitive data come from the government (defence or
diplomacy), companies (finance, space, etc.), or individuals (passwords, credit card codes, etc.), a security
breach can have serious consequences. The power of
quantum computing is perceived as a threat in this
regard because it will eventually allow for new
attacks against some of these secure protocols.
Current encryption methods
The earliest cryptography techniques date back to
antiquity. Until the 20th century, they were generally
based on a clever code using the letters of the alphabet. The protocols gradually became more complex
until the German "Enigma"(3) machine whose cryptanalysis(4) became a major issue during the Second
World War. In the 1940s, Claude Shannon's work laid
the foundations of information theory(5) and created a
rigorous framework for studying potential attacks
against ciphers. In the 1970s, the US National Institute
of Standards and Technologies (NIST) offered the first
encryption standard, called the Data Encryption
Standard (DES)(6) used in US administrations. Then, in
the 1980s, using arithmetic problems paved the way
for new methods of cryptography. Today, data encryp-

tion (and decryption) relies on complex mathematical
techniques that must continually adapt as computers' power and computation speed increase. Two
major types of methods are used.
First, symmetric cryptography, such as "historical"
techniques and for which a secret key (for example,
the number 5), is used to encrypt and decrypt messages. Both participants (traditionally called Alice and
Bob)(7) know this key beforehand. To give a concrete
and simplified example, if Alice wants to send the
number 4 to Bob, she can encrypt it with the key 5 to
give 9 = 4+5 and Bob will have to calculate 9-5 to find
the message.(8)
Before sending any messages using symmetric encryption, Alice and Bob must "agree" on the secret key
they will use. Nevertheless, they cannot exchange this
key unencrypted on the network, otherwise any observer could decrypt their conversations. Asymmetric
encryption solves this issue since it allows encrypted
messages without agreeing on a shared secret beforehand. To do this, Alice creates two separate keys
(hence the asymmetry): a public encryption key (for
example a number) that anyone on the network can
access, and a private decryption key that only she
knows (for example, a unique mathematical method
to calculate this number). If Bob wants to send a message to Alice, he uses Alice's public key to encrypt it,
so that only Alice can decrypt the message with her
private key.(9)
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FIGURE 1. THE PRINCIPLE OF ASYMMETRIC ENCRYPTION PROTOCOLS BETWEEN TWO USERS "ALICE" AND "BOB"

In practice, many encryption methods are used, often
using symmetric and asymmetric techniques in a hybrid manner. Symmetric cryptography, which can
encrypt several gigabytes of data per second, is used
to secure digital data and everyday communications.(10) Asymmetric algorithms are slower (a few
megabytes per second) and are mainly used to exchange secret keys ahead of these symmetrical communications. These are based on mathematical problems that are complex for a computer, such as a discrete logarithm.(11) Historically, the best known is RSA
encryption, whose decryption is based on prime
factorization (see box). This problem is particularly
difficult for classical computers to solve: in 2010,
during an experiment(12)developed to factor a 232digit number, several hundred computers had to run
for 2 years. The key standard used today is 617 decimal digits encoded on 2048 bits (RSA 2048). It would
take a time "greater than the age of the Universe"
(13.8 billion years) for the best computers to succeed
in finding the prime factors (the secret key) that comprise it using current algorithms.(13)
The threat of quantum computing
Since the 1990s, researchers have highlighted the fact
that quantum computers, while potentially very
powerful but then still hypothetical, could decrypt
some ciphers in record time. The Shor algorithm,
invented in 1994 to work on a quantum computer, can
factor integers exponentially faster(14) than all known
classical algorithms. It would therefore threaten the
security of the current RSA(15) by finding the private
key (and therefore the messages) from the public key
in just a few minutes. A variant of the algorithm can
also attack other asymmetric ciphers.(16) While huge
progress has been made since then, current machines
only have a few dozen qubits(17) and are therefore far
from an imminent threat since it would require several thousand qubits to use Shor's algorithm in an
attack against RSA 1024 or 2048 keys.(18)
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RSA encryption and factorisation:
Introduced in 1978 by Ronald Rivest, Adi Shamir,
and Leonard Adleman (*), RSA encryption (named
after its inventors) is based on prime factorization. As easy as it is to calculate a product of numbers, for example 503 × 563 = 283,189, the reverse
operation, called factorisation, to find 503 and 563
from 283,189 is much more difficult for a computer. The general idea of encryption is to use a
product of prime numbers as a private key, and
the value of this product as a public key. When
the integers have several hundred digits, it becomes impossible to identify the private key using
the public key.
(*) Ronald Rivest, Adi Shamir, and Leonard Adleman, “A method for
obtaining digital signatures and public-key cryptosystems”, Communications
of the ACM, vol. 21, no 2, 1978, p. 120–126

Using a quantum computer, attacks against symmetric
ciphers can also be considered using Grover's algorithm.(19) This would significantly reduce the time
needed to exhaustively search for a secret key but, in
practice, this vulnerability can be offset by a doubling
of the size of the keys. Other forms of quantum
attacks against symmetric ciphers have recently
been discovered,(20) which also requires modifying
them, but the threat seems less critical than for
asymmetric cryptography.
It is impossible to predict if and when there will be
a quantum computer sufficiently powerful to carry
out such attacks. Nevertheless, some experts believe
that there is a 50% chance that at least one of the
existing cryptography methods will be broken in the
next fifteen years.(21) Developing new encryption
methods takes time as their robustness needs to be
thoroughly tested and proven. Thus, a system is generally considered robust after about ten years of
conclusive tests. On the other hand, transitioning to
these new systems will take many years depending
on the time needed to modify all the algorithms already implemented in applications.(22) Finally, some of
the data we produce today must remain protected
for several decades - up to 60 years for the most
sensitive national defence data. Therefore, it is important to encrypt them with a protocol that cannot
be broken in the years to come. Despite the level of
uncertainty surrounding quantum computing, it
seems prudent to develop cryptography that is
resistant to this new threat, hypothetical and incomplete though it may be.
Towards a post-quantum cryptography
In light of this, the US National Institute of Standards
and Technology (NIST) launched a global call for projects in 2017(23) to define new "post-quantum" cryptography standards, i.e. resistant to attacks from
quantum computers for encryption, digital signatures, and key exchanges. While research had already
been carried out in the field, it had remained mainly
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theoretical; the NIST call united the global cryptographic community towards a concrete goal.(24) These
methods are again based on abstract mathematical
problems of various natures.(25) In total, 82 algorithms(26) from 26 different countries have been proposed. In January 2019, 26 candidates were selected,(27) of which a dozen came partially from French
researchers, notably from INRIA and CNRS, following
an initial selection phase led by NIST that drew on the
many works of international experts. One or two additional phases are scheduled from now until 2022 to
identify the most resistant algorithms and the new
cryptography standards. For its part, China has
launched its own competition, officially open to all,
but on an untranslated platform written in Mandarin.
In France, the RISQ project,(28) called "Digital Grand
Challenge" as part of the Invest in the Future Programme, aims to consolidate French skills in postquantum cryptography. It has united several players
from business (Thalès, Secure-IC, CryptoExperts) and
academia (INRIA, CNRS) to give the French cryptographic sector weight in defining new standards.(29)
France has some of the best experts in postquantum technology and, more generally, excellent research and teaching in cryptography that
should be showcased, especially in business.
Nevertheless, there are many obstacles in transitioning to these new methods: they are not yet mature in
either design or implementation and will not be so
before 5 to 10 years of study. The situation is similar
to that of the RSA protocol in the 1990s: as soon as it
was discovered, it generated a lot of enthusiasm, yet
the first years of its use revealed that using it required
many precautions(30) because the research lacked
perspective. In this context, it is important to avoid a
regression towards asymmetric key exchange
methods that are vulnerable to classical computing. To maintain at least the level of security that has
existed up to now, ANSSI(31) recommends a hybrid
solution in the short and medium term: combine a
proven classical method with a post-quantum
method.(32)
Entanglement and quantum cryptography
Alongside post-quantum cryptography (which in fact
relies on classical encryption algorithms), quantum
cryptography(33) is being developed to prepare a new
generation of communications protection. It uses the
principles of quantum mechanics such as superposition and entanglement (see box text) and is based on
the physical properties of the medium carrying the
communication. In a very general way, quantum cryptography can be used to generate local or remote
keys(34) and then use them in classical (symmetric or
asymmetric) or, in the future, post-quantum encryption protocols. Concretely, we encode the information
that we want to exchange using the state of a quantum physical system (a state corresponds to one piece
of information). The most prevalent method right now
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uses light polarisation(35) via photons, which are lighttransmitting particles.
This method consists in producing single photons by
means of a specific source (most often a semiconductor quantum dot).(36) The information is then encoded
using a characteristic of the photon, such as its frequency or its polarisation. In accordance with the
principle of superposition, there exists a quasi-infinity
of states for this photon(37), unlike the classical binary
case where information can only take values 0 or 1.
User A can then send their information encrypted
using the state of a single photon in the clear to user
B, who can read it. This method can be used to share
a public key, for example.
In addition, by means of another source of photons (a
non-linear crystal(38) for example), a pair of entangled
particles can be produced to encode the information
on a quantum object comprised of two "subsystems"
that will remain entangled from creation until detection. In quantum mechanics, measurement "disturbs"
the state of the system. Prepared in perfectly predefined initial states (for example, in terms of polarisation or frequency), the two photons are sent to users
equipped with calibrated detectors. The two previous
properties ensure that a measurement by user A has
an instantaneous impact on user B. Very useful for
sharing private keys, this method, called Quantum
Key Distribution (QKD),(39) can also detect "intrusions" on a communication network very effectively.
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Quantum superposition and entanglement:
In classical physics, a physical object (such as an
atom) can be modelled by a point that is at a precise position at a given time. They are unlike waves,
which describe a disturbance that propagates in
space.
In quantum physics, the two concepts merge to
explain the behaviour of objects on an atomic
scale: this is called wave-particle duality. We can no
longer predict the exact position of a body at a
given moment, only the probability of finding it in
a given place. These rather counter-intuitive phenomena are behind the two main concepts used
by most technologies using quantum mechanics:
the superposition of states and entanglement.
With the principle of superposition, the overall
state of a system at a given moment becomes a
combination of all possible states at that moment.
Entanglement connects two quantum objects and
their information. A change of state in one leads to
a change in the other instantly. We must thus
consider the pair as a unique, inseparable and
global system (the properties of the pair are not
simply equal to the union of the properties of the
two bodies).

These methods have been made possible by recent
technological advances in quantum mechanics(40) that
are already reaching advanced levels up to commercialisation. For the elections of the Canton of Geneva,
Switzerland, a terrestrial quantum link offered by the
Swiss company ID-Quantique(41) has been used since
2007(42) to send online voting records securely over
300 km.(43) Using photons as a quantum information medium allows us to use existing optical
fibre networks and reduce infrastructure costs.
Today, the cost of installing a quantum communication line is estimated at €100,000, with a potential
reduction factor of 10 within 5 years.(44) However,
quantum decoherence(45) is the main technological
obstacle because it limits the distances over which
entanglement can be maintained. A whole line of
R&D has been set up to develop quantum repeaters,
which would synchronously relay the quantum information to two remote locations on the line of communication.
Satellite links are also concerned: in 2016, a Chinese
satellite with a quantum source on board was used to
distribute entangled photons between two receivers
1,200 km apart(46) instead of just a hundred kilometres
as was the case before. The Micius satellite was developed by the Chinese Academy of Sciences with support from the University of Vienna. This experiment
offers an alternative to limited terrestrial quantum
links and opens the way for long-distance and even
intercontinental quantum communications, the first
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bricks of a potential ultra-secure quantum internet
network. To implement it on a global scale, this network will have to be multiform, i.e. combine satellite
links (spatial), as in the Chinese experience, and the
existing fibre network (terrestrial). Overall, Asian powers seem to have chosen to invest in the deployment
of quantum communications lines(47) while Europe and
the United States focus on new post-quantum methods (via the NIST call for projects).
Nevertheless, these various scenarios do not yet allow
us to consider replacing classical key exchanges (current or post-quantum) with quantum cryptography in
most situations (mobile equipment, internet communications through many intermediate relays, etc.).
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(42) https://www.ge.ch/document/etat-geneve-mise-cryptographie-quantique
(43) https://www.ge.ch/document/etat-geneve-mise-cryptographie-quantique
(44) Message from the company Quantum ID.
(45) The phenomenon of decoherence reflects a loss of quantum information to the system's environment. The system's wave function (the
state) is "scattered" by the multiple external interactions and ends up losing its undulatory character and, thus, its quantum behaviour. The
notion of decoherence was highlighted in 1970 by the physicist Dieter Zeh and allows us to better understand the frontier between the
quantum and classical world: classical objects may just be quantum objects that have undergone decoherence through interaction with
their environment.
(46) https://science.sciencemag.org/content/356/6343/1140 for the scientific article and for a good analysis of the issues:
https://www.sciencemag.org/news/2017/06/china-s-quantum-satellite-achieves-spooky-action-record-distance
(47) In addition, there are other projects in Asia: since 2011, the city of Tokyo has been deploying a permanent quantum communication
network, and China wants to install a quantum line between Beijing and Shanghai (over a distance of about 1,000 km). Finally, the South
Korean company SK Telecom has become the majority shareholder in Quantum ID to secure the next 5G networks to the ground.
(48) In terms of security, bandwidth, range, and speed.

